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⛈ Sources of Instability in Your Infrastructure

" Sources of Instability in Ruby

# Preventing Crashes in Production

$ Capturing Information About Crashes
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Bugs in C Code
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Buffer Overflow

Bugs in C Code
Use-After-Free
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Buffer Overflow
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Buffer Overflow
Memory Leak

Bugs in C Code
Use-After-Free



youtu.be/pQ1XCrwq1qc

https://youtu.be/pQ1XCrwq1qc


Incorrect Use of Ruby’s C API



Missing GC Guard



Array#each_byte
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Raising Errors Could Cause 
Memory Leaks



Missing Write Barriers



Rust Gems Don’t Solve These 
Problems



Ruby Has a C API, 
Not a Rust API



Bugs in C Code

Sources of Instability in Ruby 
& Native Gems

Buffer Overflow
Memory Leak

Use-After-Free

Incorrect Use of Ruby’s C API

Raising Errors
Missing Write Barriers

Missing GC Guard



Preventing Crashes in 
Production



Running Debug Builds of 
Ruby in CI



Compiling with Assertions



Configure Ruby with 
cppflags=-DRUBY_DEBUG 



Configure Ruby with 
cppflags=-DRUBY_DEBUG 

ruby-build: CONFIGURE_OPTS='cppflags=-DRUBY_DEBUG'



Configure Ruby with 
cppflags=-DRUBY_DEBUG 

ruby-install: ruby-install 3.4.5 -- cppflags=-DRUBY_DEBUG



docs.ruby-lang.org/en/master/contributing/building_ruby_md.html#label-Compiling+for+Debugging
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Running YJIT with 
--yjit-call-threshold=1



Testing With Debug Tools



Testing With Debug Tools
Valgrind

Address Sanitizer





Testing With Debug Tools



docs.ruby-lang.org/en/master/contributing/building_ruby_md.html#label-Building+with+Address+Sanitizer
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Testing on Ruby-Head



Running Various Configurations 
on Nightly CI



Preventing Crashes in Production
Compiling with Assertions
Running with YJIT Call Threshold of 1
Testing with Valgrind/ASAN



Capturing Information About 
Crashes



Collecting Crash Reports











Redirecting Crash Reports





Generating Core Dumps



Core Dumps Contain Program 
State at the Time of Crash



⚠ Core Dumps Contain Secrets ⚠



Crash Reporter



& Capturing Core Dumps



man7.org/linux/man-pages/man5/core.5.html

https://man7.org/linux/man-pages/man5/core.5.html


' Capturing Crash Report



( Error Monitoring



Debugging Core Dumps
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Debugging Core Dumps
Core Dump

Original Binaries



Debugging Core Dumps
Core Dump

Original Binaries
Same System



Debugging Core Dumps
Core Dump

Production Container







Capturing Information About Crashes
Capturing Crash Reports
Generating Core Dumps
Debugging Core Dumps



Reporting Bugs



Is Your Ruby Up-to-Date?



www.ruby-lang.org/en/downloads/branches/

https://www.ruby-lang.org/en/downloads/branches/


www.ruby-lang.org/en/downloads/
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docs.ruby-lang.org/en/master/contributing/reporting_issues_md.html

https://docs.ruby-lang.org/en/master/contributing/reporting_issues_md.html


Running Patched Versions of 
Ruby in Production



github.com/Shopify/ruby-definitions

https://github.com/Shopify/ruby-definitions


" Sources of Instability in Ruby

# Preventing Crashes in Production

$ Capturing Information About Crashes

⛈ Sources of Instability in Your Infrastructure
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