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Memory Leaks in Native Gems



What are native gems?



What’s a memory leak?



Memory leak in production



Memory leak in production
Out of Memory Killed



Memory leak in production
Out of Memory Killed Deploy



Fixing the memory leak



How was the memory 
leak fixed?











How could I automatically 
find memory leaks?



Valgrind memcheck



$ valgrind --num-callers=50 --error-limit=no --undef-value-errors=no --leak-check=full --show-leak-kinds=definite ruby -e "" 

==2504== Memcheck, a memory error detector 
==2504== Copyright (C) 2002-2017, and GNU GPL'd, by Julian Seward et al. 
==2504== Using Valgrind-3.15.0 and LibVEX; rerun with -h for copyright info 
==2504== Command: ruby -e 
==2504== 
==2504== Warning: client switching stacks?  SP change: 0x1ffe8020e0 --> 0x1fff000010 
==2504==          to suppress, use: --max-stackframe=8380208 or greater 
==2504== 
==2504== HEAP SUMMARY: 
==2504==     in use at exit: 3,285,702 bytes in 20,867 blocks 
==2504==   total heap usage: 67,572 allocs, 46,705 frees, 17,742,444 bytes allocated 
==2504== 
==2504== 8 bytes in 1 blocks are definitely lost in loss record 390 of 11,569 
==2504==    at 0x483B7F3: malloc (in /usr/lib/x86_64-linux-gnu/valgrind/vgpreload_memcheck-amd64-linux.so) 
==2504==    by 0x1609B5: objspace_xmalloc0 (gc.c:11445) 
==2504==    by 0x3C781E: ibf_load_alloc (compile.c:10827) 
==2504==    by 0x3C781E: ibf_load_param_keyword (compile.c:11280) 
==2504==    by 0x3C781E: ibf_load_iseq_each (compile.c:11856) 
==2504==    by 0x3C781E: rb_ibf_load_iseq_complete (compile.c:12748) 
==2504==    by 0x3CC001: ibf_load_iseq.isra.0 (compile.c:12803) 
==2504==    by 0x3CC4B7: ibf_load_code.isra.0 (compile.c:11166) 
==2504==    by 0x3C8A1A: ibf_load_iseq_each (compile.c:11866) 
==2504==    by 0x3C8A1A: rb_ibf_load_iseq_complete (compile.c:12748) 
==2504==    by 0x3CC001: ibf_load_iseq.isra.0 (compile.c:12803) 
==2504==    by 0x3CC4B7: ibf_load_code.isra.0 (compile.c:11166) 



==2504==    by 0x1A788E: require_internal (load.c:1132) 
==2504==    by 0x1A7A48: rb_require_string (load.c:1223) 
==2504==    by 0x1A7A48: rb_f_require (load.c:904) 
==2504==    by 0x319147: vm_call_cfunc_with_frame (vm_insnhelper.c:3037) 
==2504==    by 0x325E88: vm_call_method_each_type (vm_insnhelper.c:3639) 
==2504==    by 0x326753: vm_call_method (vm_insnhelper.c:3750) 
==2504==    by 0x333A50: vm_sendish (vm_insnhelper.c:4751) 
==2504==    by 0x333A50: vm_exec_core (insns.def:778) 
==2504==    by 0x324C72: rb_vm_exec (vm.c:2211) 
==2504==    by 0x28F524: ruby_init_prelude (ruby.c:1617) 
==2504==    by 0x28F524: ruby_opt_init.part.0 (ruby.c:1642) 
==2504==    by 0x29384C: ruby_opt_init (ruby.c:1626) 
==2504==    by 0x29384C: process_options (ruby.c:2106) 
==2504==    by 0x294578: ruby_process_options (ruby.c:2731) 
==2504==    by 0x13C2BC: ruby_options (eval.c:118) 
==2504==    by 0x1370B6: main (main.c:47) 
==2504== 
==2504== LEAK SUMMARY: 
==2504==    definitely lost: 543,766 bytes in 4,591 blocks 
==2504==    indirectly lost: 856,612 bytes in 9,373 blocks 
==2504==      possibly lost: 1,052,616 bytes in 20 blocks 
==2504==    still reachable: 832,708 bytes in 6,883 blocks 
==2504==         suppressed: 0 bytes in 0 blocks 
==2504== Reachable blocks (those to which a pointer was found) are not shown. 
==2504== To see them, rerun with: --leak-check=full --show-leak-kinds=all 
==2504== 
==2504== For lists of detected and suppressed errors, rerun with: -s 



Valgrind is unusable on 
Ruby



==6351== 5,184 (5,088 direct, 96 indirect) bytes in 53 blocks are definitely lost in loss record 21,927 of 22,149 
==6351==    at 0x483B7F3: malloc (in /usr/lib/x86_64-linux-gnu/valgrind/vgpreload_memcheck-amd64-linux.so) 
==6351==    by 0x1609B5: objspace_xmalloc0 (gc.c:11445) 
==6351==    by 0xAC1B412: vm_assembler_pool_alloc_assembler (vm_assembler_pool.c:59) 
==6351==    by 0xAC0D942: block_body_initialize (block.c:108) 
==6351==    by 0x32C8A6: vm_call0_cfunc_with_frame (vm_eval.c:149) 
==6351==    by 0x32C8A6: vm_call0_cfunc (vm_eval.c:163) 
==6351==    by 0x32C8A6: vm_call0_body (vm_eval.c:209) 
==6351==    by 0x32FAAC: vm_call0_cc (vm_eval.c:86) 
==6351==    by 0x32FAAC: rb_call0 (vm_eval.c:550) 
==6351==    by 0x33056D: rb_call (vm_eval.c:876) 
==6351==    by 0x33056D: rb_funcallv_kw (vm_eval.c:1073) 
==6351==    by 0x1FA06A: rb_class_new_instance_pass_kw (object.c:1991) 
==6351==    by 0x319147: vm_call_cfunc_with_frame (vm_insnhelper.c:3037) 
==6351==    by 0x333A50: vm_sendish (vm_insnhelper.c:4751) 
==6351==    by 0x333B6B: vm_exec_core (insns.def:759) 
==6351==    by 0x324C72: rb_vm_exec (vm.c:2211) 
==6351==    by 0x32C672: rb_vm_invoke_proc (vm.c:1521) 
==6351==    by 0x232EA4: rb_proc_call_kw (proc.c:991) 
==6351==    by 0x232EA4: rb_proc_call (proc.c:1001) 
==6351==    by 0x13B74C: exec_end_procs_chain (eval_jump.c:105) 
==6351==    by 0x13B74C: rb_ec_exec_end_proc (eval_jump.c:120) 
==6351==    by 0x13B964: rb_ec_teardown (eval.c:155) 
==6351==    by 0x13BB56: rb_ec_cleanup (eval.c:205) 
==6351==    by 0x13C538: ruby_run_node (eval.c:321) 
==6351==    by 0x1370BE: main (main.c:47)
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🚀 Let’s implement this
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==6351==    by 0xAC0D942: block_body_initialize (block.c:108) 
==6351==    by 0x32C8A6: vm_call0_cfunc_with_frame (vm_eval.c:149) 
==6351==    by 0x32C8A6: vm_call0_cfunc (vm_eval.c:163) 
==6351==    by 0x32C8A6: vm_call0_body (vm_eval.c:209) 
==6351==    by 0x32FAAC: vm_call0_cc (vm_eval.c:86) 
==6351==    by 0x32FAAC: rb_call0 (vm_eval.c:550) 
==6351==    by 0x33056D: rb_call (vm_eval.c:876) 
==6351==    by 0x33056D: rb_funcallv_kw (vm_eval.c:1073) 
==6351==    by 0x1FA06A: rb_class_new_instance_pass_kw (object.c:1991) 
==6351==    by 0x319147: vm_call_cfunc_with_frame (vm_insnhelper.c:3037) 
==6351==    by 0x333A50: vm_sendish (vm_insnhelper.c:4751) 
==6351==    by 0x333B6B: vm_exec_core (insns.def:759) 
==6351==    by 0x324C72: rb_vm_exec (vm.c:2211) 
==6351==    by 0x32C672: rb_vm_invoke_proc (vm.c:1521) 
==6351==    by 0x232EA4: rb_proc_call_kw (proc.c:991) 
==6351==    by 0x232EA4: rb_proc_call (proc.c:1001) 
==6351==    by 0x13B74C: exec_end_procs_chain (eval_jump.c:105) 
==6351==    by 0x13B74C: rb_ec_exec_end_proc (eval_jump.c:120) 
==6351==    by 0x13B964: rb_ec_teardown (eval.c:155) 
==6351==    by 0x13BB56: rb_ec_cleanup (eval.c:205) 
==6351==    by 0x13C538: ruby_run_node (eval.c:321) 
==6351==    by 0x1370BE: main (main.c:47)
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Heuristics ruby_memcheck uses

1. Reject leaks that do not contain stack frames from the 

native gem

2. Reject leaks where the native gem calls back into the 

Ruby Virtual Machine (e.g. using rb_funcall to call a 

Ruby method, or rb_raise to raise an error)



==6351== 152 (56 direct, 96 indirect) bytes in 1 blocks are definitely lost in loss record 17,613 of 22,149 
==6351==    at 0x483B7F3: malloc (in /usr/lib/x86_64-linux-gnu/valgrind/vgpreload_memcheck-amd64-linux.so) 
==6351==    by 0x1609B5: objspace_xmalloc0 (gc.c:11445) 
==6351==    by 0x2A1037: rb_st_init_table_with_size (st.c:539) 
==6351==    by 0x2A1037: rb_st_init_table (st.c:577) 
==6351==    by 0x176A62: rb_ident_hash_new (hash.c:4433) 
==6351==    by 0x16A7E5: rb_hash_aset (hash.c:2937) 
==6351==    by 0x336432: vm_opt_aset (vm_insnhelper.c:5401) 
==6351==    by 0x336432: vm_exec_core (insns.def:1312) 
==6351==    by 0x324C72: rb_vm_exec (vm.c:2211) 
==6351==    by 0x330BA9: vm_call0_cc (vm_eval.c:86) 
==6351==    by 0x330BA9: rb_funcallv_scope (vm_eval.c:1050) 
==6351==    by 0x33967C: rb_funcallv (vm_eval.c:1065) 
==6351==    by 0x33967C: rb_funcall (vm_eval.c:1122) 
==6351==    by 0xAC0F9CC: context_internal_init (context.c:27) 
==6351==    by 0xAC18238: vm_internal_new (vm.c:50) 
==6351==    by 0xAC195DD: liquid_vm_render (vm.c:558) 
==6351==    by 0xAC0E560: block_body_render_to_output_buffer (block.c:346) 
==6351==    by 0x319147: vm_call_cfunc_with_frame (vm_insnhelper.c:3037) 
==6351==    by 0x333B6B: vm_sendish (vm_insnhelper.c:4751) 
==6351==    by 0x333B6B: vm_exec_core (insns.def:759) 
==6351==    by 0x324C72: rb_vm_exec (vm.c:2211) 
==6351==    by 0x32C672: rb_vm_invoke_proc (vm.c:1521) 
==6351==    by 0x232EA4: rb_proc_call_kw (proc.c:991) 
==6351==    by 0x232EA4: rb_proc_call (proc.c:1001) 
==6351==    by 0x13B964: rb_ec_teardown (eval.c:155) 
==6351==    by 0x13BB56: rb_ec_cleanup (eval.c:205) 
==6351==    by 0x13C538: ruby_run_node (eval.c:321) 
==6351==    by 0x1370BE: main (main.c:47) 
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==6351== 152 (56 direct, 96 indirect) bytes in 1 blocks are definitely lost in loss record 17,613 of 22,149 
==6351==    at 0x483B7F3: malloc (in /usr/lib/x86_64-linux-gnu/valgrind/vgpreload_memcheck-amd64-linux.so) 
==6351==    by 0x1609B5: objspace_xmalloc0 (gc.c:11445) 
==6351==    by 0x2A1037: rb_st_init_table_with_size (st.c:539) 
==6351==    by 0x2A1037: rb_st_init_table (st.c:577) 
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==6351==    by 0x16A7E5: rb_hash_aset (hash.c:2937) 
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==6351==    by 0xAC195DD: liquid_vm_render (vm.c:558) 
==6351==    by 0xAC0E560: block_body_render_to_output_buffer (block.c:346) 
==6351==    by 0x319147: vm_call_cfunc_with_frame (vm_insnhelper.c:3037) 
==6351==    by 0x333B6B: vm_sendish (vm_insnhelper.c:4751) 
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==6351==    by 0x1370BE: main (main.c:47) 



==6351== 5,184 (5,088 direct, 96 indirect) bytes in 53 blocks are definitely lost in loss record 21,927 of 22,149 
==6351==    at 0x483B7F3: malloc (in /usr/lib/x86_64-linux-gnu/valgrind/vgpreload_memcheck-amd64-linux.so) 
==6351==    by 0x1609B5: objspace_xmalloc0 (gc.c:11445) 
==6351==    by 0xAC1B412: vm_assembler_pool_alloc_assembler (vm_assembler_pool.c:59) 
==6351==    by 0xAC0D942: block_body_initialize (block.c:108) 
==6351==    by 0x32C8A6: vm_call0_cfunc_with_frame (vm_eval.c:149) 
==6351==    by 0x32C8A6: vm_call0_cfunc (vm_eval.c:163) 
==6351==    by 0x32C8A6: vm_call0_body (vm_eval.c:209) 
==6351==    by 0x32FAAC: vm_call0_cc (vm_eval.c:86) 
==6351==    by 0x32FAAC: rb_call0 (vm_eval.c:550) 
==6351==    by 0x33056D: rb_call (vm_eval.c:876) 
==6351==    by 0x33056D: rb_funcallv_kw (vm_eval.c:1073) 
==6351==    by 0x1FA06A: rb_class_new_instance_pass_kw (object.c:1991) 
==6351==    by 0x319147: vm_call_cfunc_with_frame (vm_insnhelper.c:3037) 
==6351==    by 0x333A50: vm_sendish (vm_insnhelper.c:4751) 
==6351==    by 0x333B6B: vm_exec_core (insns.def:759) 
==6351==    by 0x324C72: rb_vm_exec (vm.c:2211) 
==6351==    by 0x32C672: rb_vm_invoke_proc (vm.c:1521) 
==6351==    by 0x232EA4: rb_proc_call_kw (proc.c:991) 
==6351==    by 0x232EA4: rb_proc_call (proc.c:1001) 
==6351==    by 0x13B74C: exec_end_procs_chain (eval_jump.c:105) 
==6351==    by 0x13B74C: rb_ec_exec_end_proc (eval_jump.c:120) 
==6351==    by 0x13B964: rb_ec_teardown (eval.c:155) 
==6351==    by 0x13BB56: rb_ec_cleanup (eval.c:205) 
==6351==    by 0x13C538: ruby_run_node (eval.c:321) 
==6351==    by 0x1370BE: main (main.c:47)



==6351== 5,184 (5,088 direct, 96 indirect) bytes in 53 blocks are definitely lost in loss record 21,927 of 22,149 
==6351==    at 0x483B7F3: malloc (in /usr/lib/x86_64-linux-gnu/valgrind/vgpreload_memcheck-amd64-linux.so) 
==6351==    by 0x1609B5: objspace_xmalloc0 (gc.c:11445) 
==6351==    by 0xAC1B412: vm_assembler_pool_alloc_assembler (vm_assembler_pool.c:59) 
==6351==    by 0xAC0D942: block_body_initialize (block.c:108) 
==6351==    by 0x32C8A6: vm_call0_cfunc_with_frame (vm_eval.c:149) 
==6351==    by 0x32C8A6: vm_call0_cfunc (vm_eval.c:163) 
==6351==    by 0x32C8A6: vm_call0_body (vm_eval.c:209) 
==6351==    by 0x32FAAC: vm_call0_cc (vm_eval.c:86) 
==6351==    by 0x32FAAC: rb_call0 (vm_eval.c:550) 
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3. Reject leaks in the Init function of the native gem
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Limitations of ruby_memcheck

1. Valgrind only works on Linux

2. 20-50x slowdown

3. Coverage is only as good as your test suite

4. It may miss memory leaks in the Ruby Virtual Machine

5. It may miss memory leaks where allocation occurred in 

Ruby



Does this even work?

























Try ruby_memcheck on 
your native gem!



Thank You

@peterzhu2118

blog.peterzhu.ca/ruby-memcheck/

📧 peter@peterzhu.ca

📝 
github.com/Shopify/ruby_memcheck


