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Memory Leaks





Allocation in Loop



Allocate once



What would happen if you ran 
these two programs?





Memory leaks are bad



What if our program is complex?



What can Valgrind tell us?



Allocation in Loop

Allocate Once



The leaks look the same



Can we Help Valgrind identify 
only meaningful memory leaks?



Prior Art
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ruby_memcheck uses 
Valgrind Memcheck



$ valgrind !--num-callers=50 !--error-limit=no !--undef-value-errors=no !--leak-check=full !--show-leak-kinds=definite ruby -e "" 

!==2504!== Memcheck, a memory error detector 
!==2504!== Copyright (C) 2002-2017, and GNU GPL'd, by Julian Seward et al. 
!==2504!== Using Valgrind-3.15.0 and LibVEX; rerun with -h for copyright info 
!==2504!== Command: ruby -e 
!==2504!== 
!==2504!== Warning: client switching stacks?  SP change: 0x1ffe8020e0 !!--> 0x1fff000010 
!==2504!==          to suppress, use: !--max-stackframe=8380208 or greater 
!==2504!== 
!==2504!== HEAP SUMMARY: 
!==2504!==     in use at exit: 3,285,702 bytes in 20,867 blocks 
!==2504!==   total heap usage: 67,572 allocs, 46,705 frees, 17,742,444 bytes allocated 
!==2504!== 
!==2504!== 8 bytes in 1 blocks are definitely lost in loss record 390 of 11,569 
!==2504!==    at 0x483B7F3: malloc (in /usr/lib/x86_64-linux-gnu/valgrind/vgpreload_memcheck-amd64-linux.so) 
!==2504!==    by 0x1609B5: objspace_xmalloc0 (gc.c:11445) 
!==2504!==    by 0x3C781E: ibf_load_alloc (compile.c:10827) 
!==2504!==    by 0x3C781E: ibf_load_param_keyword (compile.c:11280) 
!==2504!==    by 0x3C781E: ibf_load_iseq_each (compile.c:11856) 
!==2504!==    by 0x3C781E: rb_ibf_load_iseq_complete (compile.c:12748) 
!==2504!==    by 0x3CC001: ibf_load_iseq.isra.0 (compile.c:12803) 
!==2504!==    by 0x3CC4B7: ibf_load_code.isra.0 (compile.c:11166) 
!==2504!==    by 0x3C8A1A: ibf_load_iseq_each (compile.c:11866) 
!==2504!==    by 0x3C8A1A: rb_ibf_load_iseq_complete (compile.c:12748) 
!==2504!==    by 0x3CC001: ibf_load_iseq.isra.0 (compile.c:12803) 



Valgrind is unusable on 
Ruby



ruby_memcheck uses 
heuristics to filter 
false-positives



Did ruby_memcheck 
work?





ruby_memcheck is just 
a hack
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Can we do more?



Allocated once



Allocated once

Free before Exit



Valgrind now knows this doesn't leak



Can we do this for Ruby?



Yes, we can!

bugs.ruby-lang.org #19993

https://bugs.ruby-lang.org/issues/19993


RUBY_FREE_AT_EXIT=1



Implementing in Ruby



There are cyclic problems



Execution Context Cleanup

Call Finalizers

VM Destruct

Free Ruby Objects

Free internal structures

Ruby Global Table

Ruby Arrays

- Arrays

+ Arrays



Using RUBY_FREE_AT_EXIT



RUBY_FREE_AT_EXIT=0
Before



RUBY_FREE_AT_EXIT=1
After



There were some existing memory leaks



Impacts



Ran Ruby test suite using 
memory leaks tool and 
RUBY_FREE_AT_EXIT
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How You Can Use This Feature



Find memory leaks in 
native gems



https://github.com/Shopify/ruby_memcheck

https://github.com/Shopify/ruby_memcheck


ruby_memcheck found 
memory leaks in nokogiri, 
liquid-c, protobuf, gRPC 



Find native level memory 
leaks in your app



Thank you!
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